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MATA JAI KAUR PUBLIC SCHOOL 
SCHOOL CYBER POLICY 

 
The potential of Information technology as a valuable learning resource is immense. 
However, if children use the internet without safety awareness, they may fall prey to 
illegal activity or abuse such as cyber bullying, fraud or something even more serious. 
Hence, awareness of internet safety norms is absolutely indispensable to make children 
free to explore knowledge without feeling intimidated. Increasing proliferation and 
sophistication of various electronic devices makes it all the more obligatory for schools 
and parents to control and monitor their use by students.  
 
Keeping the above in view, CBSE has issued guidelines for schools, parents and students 
vide circular no. CBSE-Acad/JD-AHA/Cir/2017/ dated August 18, 2017 on their website. 
 
 In order to promote a safe and secure educational environment for effective teaching 
and learning, the school has devised a Cyber Policy with the following points: 
 

1. Access to the Internet is provided only for educational purposes relating to the 
school.  

2. Internet facility can be used by students only in the following areas with the 
permission from the concerned teacher. 

a. Educomp Knowledge Centre  
b. School library.  

3. The following activities are prohibited in the school premises. 
a. Carrying mobile phones to school. In case of emergency, a permission 

letter from the parents addressed to the Class teacher/relevant 
concerned authority must be sent to the school. In that case, the mobile 
phone has to be deposited with the teacher at the beginning of the day 
and can be collected during dispersal.  

b. Carrying other electronic communication devices such as iPads, DVD/CD 
players, game consoles, handheld PC, laptops, tablet or any other 
gadget with similar capabilities of data storage/transmission without 
prior permission and verification of school authorities. 

c. Using Internet for personal/commercial purposes. 
d. Viewing Social Networking Sites/ Registering on any website/ 

downloading any material, sending/receiving e-mails without permission 
and in absence of an authorized teacher. 

e. Visiting unauthorized websites. 
f. Indulging in Cyberbullying activities. Students must report any incident 

of Cyber-Bullying and misuse of IT resources to teachers/parents 
immediately. 

g. Indulging in Plagiarism. 
h. Attempting to manipulate, harm or destroy data. This includes the 

deliberate infection of computers with viruses. 
i. Carrying bag/polythene/pouch inside computer labs. 
j. Removing the IT equipment from their original place of installation to 

any other area without permission from the concerned authorities. 
k. Causing damage to any IT equipment. 
l. Using flash drives or any other external media (cell phone, hard disk, 

CD, camera etc.) without prior permission from the authority. 
m. Posting digital and audio images of individual students/teachers on 

school website. 
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4. Students must immediately report to teachers about the violation of the above 
mentioned prohibited activities. 

 
In the event of violating this policy, the student will be issued a notice of such 
violation by the school and a strict disciplinary action will be taken for the same. 
Action will be taken even if the incident occurs off-site - out of school hours. 
 

Advisory for Parents 
 

1. Make Children using the Internet to work in highly-visible areas at home. 

2. Supervise and monitor all online activities in the light of educational 

objectives. 

3. Install parental control (content filtering) software. 

4. Involve children in regular discussions and communicate with them.  

5. Do not allow to create accounts for fictitious children or groups.  

6. Comply with all relevant legislation on copyright, property theft, fraud, 

discrimination and obscenity on all forms of IT enabled devices.  

7. Ensure wards are aware of Internet discipline at home and the consequences if 

rules are broken. 

8. Have complete awareness of Cyber Bullying and ensure that your wards are not 

being subjected to it after School hours. 

9. Children should be savvy about how they deal with other people (especially 

strangers who they could meet online), and not falling prey to an online scam 

artist who takes advantage of their ignorance. Some rules to follow when 

children are online:   

a. They should not give out personal information such as address or phone 

number or pictures.  

b. They should not open emails or attachments from unknown people.  

c. They should not become online ‘friends’ with unknown people.  

d. They should never arrange to meet someone in person whom they have 

met online.  

e. Tell /inform their parents, if anything they see or read online worries 

them. 

10. It only takes a little bit of effort, a few tools, and some basic information to be 

safe for browsing the Internet. Guidelines given below may be followed to 

protect personal information and computer online:  

a.  Install and maintain up to date anti-virus software on your computer or 

device.  

b. Keep your internet browser up-to-date  

c.  Be alert to unusual computer activity or problems.  

d.  Install and maintain a firewall on your computer.  

e. Use a modern browser with features such as a pop-up blocker.  

f. Avoid storing sensitive material indefinitely on your computer.  

g. Change your passwords often.  

h. Beware of links sent via instant messaging and e-mail attachments. 
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Advisory for Students 
 

1. Making Friends: 

a. Friendships made online are made by clicking a button rather than talking to 

people and sharing experiences.  

b. Being online ‘friends’ with someone is much less meaningful than face to face 

friendship.  

c. One can easily fall out with an online ‘friend’ because of a misunderstood 

comment.  

d. It is far easier, and healthier, to sort out arguments and problems when one 

can talk to someone face to face Tips to stay safe on social networking sites for 

students. 

2. Make sure of the age appropriateness of an online activity before joining.  

3. May use a made up name or nickname on their profile.  

4. Not make friends other than persons known personally.  

5. May use an email address that does not include their name.  

6. Use the strongest privacy setting when setting up profile. This ensures that only 

desirable person will be able to view their information.  

7. Share pictures and videos very carefully when uploading-even with known persons as it 

can easily be spread much further  

8. Be very careful sharing content online. 

9. Avoid illegal downloads. 


